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PREFACE
P1 PURPOSE

This procedure provides direction to Software Quality (SQ) personne responsible for developing and
implementing Software Qudlity programs for al GSFC devel oped or acquired software products and systems.
Additiona work instructions provide applicable procedures, step-by-step ingtructions, and checklists for
performing SQ process and product assessments throughout the software development life cycle.

P.2  APPLICABILITY

This procedure gpplies to software and firmware crested and acquired by or for NASA, including Government
off-the-shdf (GOTS) software, modified off-the-shdf (MOTYS) software, and commercial off-the-shelf (COTS)
software when included in aNASA system. NASA systems include test beds, ground support systems, flight
systems, and software research projects that support or perform our scientific missions.

P3 AUTHORITY

This procedure adheres to the NASA Software Assurance Standard for planning and performing the process
and product quaity assurance activities.

NASA-STD-8739.8, NASA Software Assurance Standard
NPD 2820.1, NASA Software Poalicies
GPG 7120.2, Project Management

P4  REFERENCES

a. NPD 7120.4, NASA Program/Project Management
b. NPG 7120.5, NASA Program and Project Management Processes and Requirements
c. GPG 71204, Risk Management

d. GPG 8700.4, Integrated Independent Reviews
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e. GPG 8700.6, Engineering Peer Reviews

f. 300-PG-7120.2.1, Mission Assurance Guiddines (MAG) Implementation

0. 300-PG-7120.2.2, Mission Assurance Guidelines (MAG) for Tailoring to the Needs of GSFC Projects
h. 303-PG-1060.1.1, Systems Assurance Manager Reporting

i. |1EEE 610.12, IEEE Standard Glossary of Software Engineering Terminology

J. |EEE STD 730-2002, |IEEE Standard for Software Quality Assurance Plans

k. SMAP-GB-A201, Software Assurance Guidebook

. SMAP-GB-A301, Software Quality Assurance Audits Guidebook

m. GSFC Software Assurance Web Site: http://sw-assurance.gsfc.nasa.gov

n. 303-WI-7120.1.1, Software Quality Reporting Process

0. 303-WI-7120.1.2, Software Quality Assessment Process

P.5 CANCELLATION
None

P6  SAFETY

Not applicable

P.7  TRAINING

Software Qudity personnd shal have fundamenta knowledge in the following areas through prior experience,
training, or certification in methodologies, processes, and standards. The Software Assurance Lead for the
Assurance Management Office strongly recommends that dl software qudity personnd, including systems
assurance managers, take those SOLAR (Site for On-Line Learning and Resources) courses marked below
with ¥ symbal.

a Auditsand Reviews
b. Risk Management Overview [
c. Software Assurance
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d. Configuration Management

e. 1SO 9001 Introduction

f.  Project Management

g. SEl Capability Maturity Modd Integration (CMMI)
h. Software Engineering

I. Verification and Vdidation

P.8 RECORDS

Record Title Record Custodian Retention

SQ Assessment Report Software Quality Personnel *NRRS 8/36.5C1 — Handle as
permanent pending retention
approval

Completed Checklists and assessment artifacts | Software Quality Personnel *NRRS 8/36.5C1 — Handle as
permanent pending retention
approval

SQ Reporting Form (completed) Code 303, Software Assurance *NRRS 8/36.5C1 — Handle as
Lead permanent pending retention
approval

*NRRS — NASA Record Retention Schedules (NPG 1441.1)

SQ personnel shall maintain records that document assessments performed on their project. Maintaining
records provides objective evidence and traceability of assessments performed throughout the software life
cycle. There aretwo types of records. Hardcopy and Electronic. SQ shal maintain eectronic or hard copies
of al assessment reports and findings. SQ folders shal contain the assessment work products such as
completed checklists, supporting objective evidence, notes, etc. An SQ Tracking Repository or spreadshect
shdl be maintained to track findings and observations.

P9 METRICS

The Software Assurance (SA) Lead shal monitor, analyze, and control the process and product software
quaity assurance activitiesin OSSMA based on metrics gathered across GSFC projects. Potentid process
improvement or corrective action may be applied in areas such as resources assigned to projects, process
and/or product assessments planned, and/or training provided to SQ personnel.

Software Quality Program Metrics that will be generated by the SA Lead include:
a.  Number of GSFC projects developing software products and/or systems
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b. Levd of SQ personne support across GSFC projects
c. Number of Projects with gpproved Software Assurance Plans

SQ personnel are responsible for reporting project level metrics per the SQ Reporting Process work
ingruction, 303-WI-7120.1.1

P.10 DEFINITIONS

a

Audit — An independent examination of awork product or set of work products to assess compliance with
Specifications, standards, contractua agreements, or other criteria. [IEEE 610.12]

Configuration Management (CM) — A discipline gpplying technica and adminigtrative direction and
survelllance to identify and document the functiona and physical characteristics of a configuration item,
control changes to those characteritics, record and report change processing and implementation status,
and verify compliance with specified requirements. [IEEE 610.12]

Engineering Peer Review (EPR) — A focused, in-depth technica review that supports the evolving design
and development of a product subsystem or discipline area [GPG 8700.6]. The purpose of an EPR isto
add vaue and reduce risk through expert knowledge infusion, confirmation of approach, and specific
recommendations. An EPR provides a penetrating examination of design, andys's, integration, test and
operational details, drawings, processes and data.

Finding — Non-compliance to a requirement, procedure, standard, or specification.

Integrated Independent Review (IIR) — One of a series of system+-leve reviews conducted &t critical
project/product milestones in accordance with GPG 8700.4. 11Rs build upon the results of arobust set of
engineering peer reviews. IR examplesinclude System Concept review (SCR), Critical Design Review
(CDR), and Mission Operations Review (MOR).

Observation - A statement of fact (positive or negative) based on objective evidence.

Process Assessment — A systematic examination to determine whether a software processis being
performed in accordance with documented plans, procedures, etc.

Product Assessment — A systematic examination to determine whether a software product meets specified
requirements and standards.

Product Design Lead (PDL) — The manager or leader with overdl responshbility for managing the design
activity, managing the technical and organizationa interfaces identified during design planning, and where
required, forming and leading the Product Design Team (PDT). The term refersto flight project managers,
principal investigators, misson managers, instrument managers, software managers, lead engineers, etc.

Safety Critica Software — Software that resdesin a safety-critica system that is a potentia hazard cause or
contributor, supports a hazard control or mitigation, controls safety-critica functions, or detects and reports
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1) fault trends that indicate a potential hazard and /or 2) failures which lead to a hazardous condition.
Anaysis of the system should consider software that processes hazardous commands or data, is required to
put or keep the system in a safe sate, provides information upon which a safety decison is made, is part of
a safety subsystem, or that can adversdly affect system safety by its failure or anomalous behavior.

k. Software Assurance (SA) — The planned and systematic set of activities that ensure that software life cycle
processes and products conform to requirements, standards, and procedures. [IEEE 610.12] For NASA
thisincludes the disciplines of Software Quality (SQ), Software Safety, Software Reliability, Software
Verification and Vaidation (V& V), and Independent Verification and Vaidation (IV&V).

I.  Software Quality (SQ) — The discipline of software qudity isaplanned and systematic set of activitiesto
ensure quality is built into the software. It conssts of software quality assurance, software quality control,
and software qudity engineering.

m. Software Quality Assurance (SQA) - The function of software qudlity that assures that the standards,
processes, and procedures are appropriate for the project and are correctly implemented.

n. Software Qudity Control — The function of software qudity that checks that the project followsits
standards, processes, and procedures, and that the project produces the required internal and externd
(ddliverable) products.

0. Software Quality Engineering — The function of software qudity that assures that qudity is built into the
software by performing andyses, trade studies, and investigations on the requirements, design, code, and
verification processes and results to assure that reliability, maintainability, and other qudity factors are met.

p. Software Quality Personnel - Personnd responsible for providing SQ support to the Systems Assurance
Manager. Thisindudes software qudity engineers, Defense Contract Management Agency (DCMA)
specidists, or support provided under the Supplier Assurance Contract (SAC). Note: The Systems
Assurance Manager may aso perform the duties of a software quality person.

g. Software Requirements Traceshility Matrix (SRTM) — A tool developed and maintained by software
engineering that traces software requirements back to system requirements and forward to design, code,
and test.

r. Systems Assurance Manager (SAM) — Code 300 personnel responsible for supporting the PDL in the
coordination of the definition and implementation of a Project Systems Safety and Misson Assurance
Program (SSMAP).

s. Vdidation — Confirmation by examination and provison of objective evidence that the particular
requirements for a gpecific intended use are fulfilled.

t. Veification - Confirmation by examination and provision of objective evidence that specified requirements
have been fulfilled.
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PROCEDURES

1 OVERVIEW

Software Qudity (SQ) is defined as a planned and systematic gpproach for eva uating the qudity of and
adherence to software product standards, processes, and procedures. It entails reviewing al software
development products and related processes to ensure that they meet a predefined set of requirements,
gandards, and procedures. SQ shall be an integrd part of the software development activities, beginning in the
formulation phase of the project and continuing through all phases of the project (i.e., concept, requirements,
design, implementation, verification, validation, and operation and maintenance).

2. ROLESand RESPONSIBILITIES

Software Quality (SQ) is part of the larger software assurance (SA) program, which is ultimately part of the
overdl mission assurance program and as such, shal be devel oped and implemented in conjunction with the
mission assurance program. The Systems Assurance Manager (SAM) isresponsible for the overal misson
assurance program and ensuring that SA is established and fully implemented. Thisincludes defining SA
requirements and requesting adequate resources for performing process and product assessments throughout
the development life cycle.

Beginning in the formulation phase, the SAM shdl develop the Misson Assurance Requirements (MAR) for the
project using the GSFC Misson Assurance Guiddines (MAG), 300-PG-7120.2.2. The MAR shdl identify al
software assurance reguirements, including any required software assurance processes and products for the
misson. In response to the MAR and the developer’ s Software Management Plan (SMP), the SAM shdll
develop a Software Qudity Assurance Plan (SQAP) that identifies and details the software assurance activities
that will be performed throughout the entire software life cycle. Within the GSFC community and for the
purposes of this document, the SQAP is aso referred to as the Software Assurance Plan (SAP). NOTE: For
the purpose of this procedure, the SAM develops an SAP for the project/mission from the acquirer perspective.
The developer, dso known as the provider, is responsble for developing an SAP from the developer’s

perspective.
3. REPORTING

The Systems Assurance Manager (SAM), as well as software quality personnd, maintains aleved of
independence from the project and the developer(s). Software quaity personnel are matrixed to a project and
provide Project Management with visibility into the processes and qudity of the product. In addition to the
required Office of Systems Safety and Misson Assurance (OSSMA) weekly and monthly reporting
deliverables as stated in 303-PG-1060.1.1, the SAM is responsible for documenting and reporting software
quaity assessments, assessment results, issues, and lessons learned to the project and appropriate process and
product owners (i.e., stakeholders), as stated in the SQ Reporting Process work ingtruction.
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4, DEVELOPING the SOFTWARE ASSURANCE PLAN

The project Software Assurance Plan (SAP) is developed in the early stages of, and in parallel with, the overal
project planning effort. The SAP provides afoundeation for implementing an effective SA program and defines
the approach that will be used by the SAM and SQ personnel to monitor and assess software development
processes and products. The SAP shal be reviewed and approved by project management. The format of the
SAP dhdl follow the NASA Software Assurance Standard and IEEE STD 730-2002, the IEEE Standard for
Software Qudity Assurance Plans.

The SAP shdl be developed in rlationship to the Software Management Plan (SMP) and/or other devel oper
deliverables. The SAP shdl identify software quality activities (i.e., process and product assessments) that shal
be performed throughout the software development life cycle. In addition, the SAP shdl identify the
interdependencies with other disciplines (e.g., configuration management, risk management, test management,
and lessons learned) and the SQ metrics that will be collected, analyzed, and reported.

Sample software assurance plans, checklists, and reports can be found on GSFC' s Software Assurance web
gte, hitp://sw-assurance.gsfc.nasa.gov, and alink is available from the Virtua Office of Systems Safety and
Mission Assurance (VOSSMA) web site.

Table 4.0-1, SQ Activities across the Software Development Phases, isan “At-A-Glance” reference for those
SQ activities that are to be performed during each development phase. This table should be used as a planning
tool to determine the activities and resources that will be needed to implement the SAP for the project.
Tailoring is acceptable commensurate with the scope of the development effort, software size, complexity,
criticdity, and level of risk associated with the software system(s). However, somelevel of SQ isrequired
for all GSFC missonsand the presence of IV&V does not preclude the requirementsfor SQ.

Reference the NASA Software Assurance Standard for guidelines on Software Quality tailoring.
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Table 4.0-1 SQ Activities across the Software Development Phases

Software Development Phases

Concept Requirements Design Implementation Integration & Test Acceptance Test Operations &
(Verification) (Validation) Maintenance
Reviews = Assess System = Assess Software = Assess preliminary || = Assess peer = Witness test = Witness test = Assess software
Concept Review Specification and critical design reviews (e.g., execution execution enhancement
(SCR) Review (SSR) reviews (i.e., PDR code = Assess Test = Assess AR or build reviews
= Review Lessons = Capture/Review LL and CDR) walkthroughs or Readiness Review ORR = Capture/Review
Learned (LL) = Assess peer inspections) (TRR) = Assess MOR LL
reviews = Capture/Review LL || = Capture/Review LL and FOR
= Capture/Review LL = Capture/Review
LL
Software = Develop Software = Assess Software = Assess Software = Assess code for = Assess development = Assess = Assess updated
Deliverables Quality (SQ) task and Management Plan Design compliance to records development software
resource allocation (SMP) documentation standards = Assess Test Reports records documentation
forecast = Assess Software = Assess initial = Assess and test artifacts = Assess Test = Review SA
= Develop SW Requirements development development = Assess/verify SRTM Reports and test Plan(s) to
assurance Spec’s (SRSs) records (e.g., records = Assess final User's artifacts address O&M
requirements for and ICD’s development = Assess final Test Guides = Assess/verify phase changes
SOW/MAR = Assess/Approve folders) Plans and SRTM
= Assess Quality SA Plan(s) = Assess Test Plans procedures = Assess
Manual and Quality = Assess S/W and procedures = Assess updates to ADP/VDDs
Management System requirements = Assess updates to SRTM = Assess/Approv
= Assess System traceability matrix SRTM and = Assess preliminary e Software
Requirements (SRTM) allocation to S/W User’s Guides Maintenance
Specification components and Plan
design
Configuration = Assess = Assess CMP = Assess CMP = Assess CMP = Assess CMP = Assess CMP
Management Configuration compliance compliance compliance compliance compliance
Management Plan = Participate in CCB = Participate in CCB = Participate in CCB = Assess FCA = Review
(CMP) and PCA operational
= Assess CMP artifacts baseline
compliance = Participate in = Participate in CCB
= Participate in CCB CCB

CHECK THE GSFC DIRECTIVESMANAGEMENT SYSTEM AT
http://gdms.gsfc.nasa.gov/gdmsS To VERIFY THAT THIS IS THE CORRECT VERSION PRIOR TO USE.

GSFC Form 3-18 (10/01)



http://gdms.gsfc.nasa.gov/gdms

DIRECTIVE NO. 303-PG-7120.2.1A Page 9 of 21
EFFECTIVE DATE: July 27, 2004
EXPIRATION DATE: July 27, 2009

Concept Requirements Design Implementation Integratipp &.Test Acceptgncg L Opgrations "
(Verification) (Validation) Maintenance
Software = Review and track = Review and track = Assess, analyze & = Assess, analyze & = Assess, analyze || = Assess, analyze
Problem action items action items trend SPRs trend SPRs & trend SPRs & trend SPRs
Reporting = Assess Software = Review and track = Review and track = Review and = Review and track
(SPR) and Problem Reporting action items action items track action action items
Corrective (SPR) system items
Action (CA)
Risk = Assess Project’s = |dentify, review, = |dentify, review, = |dentify, review, = |dentify, review,and = |dentify, review, = |dentify, review,
Management Continuous Risk Mgmt and assess and assess and assess assess software and assess and assess
Approach software related software related software related related risks software software related
= Assess/Approve Risk risks risks risks related risks risks
Mgmt Plan

V&V = Review IV&V = Review IV&V = Review IV&V = Review IV&V monthly || = Review V&V = Review IV&V

Memorandum Of monthly reports monthly reports reports and TIMs monthly reports monthly reports

Agreement and TIMs and TIMs and TIMs and TIMs

(MOA), project

plan(s), and

technical issues

(i.e., TIMs)

All acronyms are defined within the content of Section 4.0

Key Terms Used: Participate: to be a contributing member with defined roles and responsibilities
Perform: to lead or conduct a prescribed activity
Assess: to evaluate processes/products and provide assessment results and recommendations
Review: to extract for informational purposes and use as potential input into SQ activity planning

The above table isa continuation of Table 4.0-1 SQ Activities across the Softwar e Development Phases
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4.1  Oveview of Software Development Activities

Thefollowing overview provides a high level description for each of the traditional software devel opment
phases with emphasis on SQ activities. The use of phasesto describe SQ activitiesis applicable to any
software development methodology or life cycle model.

4.1.1 System Concept Phase

During the system concept phase, the software concept is developed, the feasibility of the software sysemiis
evaluated, and the acquisition strategy is developed. The SAM develops atask order and secures resources
to perform software quality. If the software system is to be acquired, a procurement package, including
software assurance requirements, is prepared and a contract is awarded. After contract award, SQ personnel
asess the developer’ s quaity management system to assure that standards and procedures are in place as
required by the mission assurance requirements. This phase ends with a System Concept Review (SCR).

4.1.2 Software Requirements Phase

During the software requirements phase, the devel oper andyzes the system requirements to generate the
software requirements. Test planning is begun, with a method for verifying each requirement identified and
included in apriminary test plan. Software requirements are mapped back to system requirements and safety
critical software requirements are uniquely identified and included in a preliminary software requirements
traceability matrix. Methods, standards, and procedures are detailed and put in place. This phase endswith a
requirements review, at which time the requirements are agreed to between the acquirer and the developer and
placed under configuration management control.

SQ personnel reviews and assesses each of the developer’ s documents and the maturity of the processes,
plans, and procedures that have been established. Key software ddliverables during this phase include the
developer’ sfind Software Management Plan (SMP), Software Requirements Specification, Software
Assurance Plan (SAP), and Software Configuration Management Plan (CMP). These documents are typicaly
separate documents, but may be found in the SMP for smdler projects.

If IV&V iswarranted, the SAM and/or SQ personnd establish aworking reationship with IV&V that fosters
open communication and exchange of software assurance data.

4.1.3 Software Design Phase

The software system istypicaly desgned in two phases. The architectural design (or preiminary design)
resultsin ahigh level design of the system, where requirements are fully alocated to software components.
During the detalled design phase, the architectura design is expanded to the lowest level and the detailed
design is basdlined at the conclusion of the critical design review (CDR). Interface control documents are
completed and test plans revised and al design documents are placed under configuration control.

During the design phases, SQ focuses on the devel oper’ s progress and documentation of the software design
(e.g., atends design reviews/wakthroughs). If software development folders (or other smilar documentation)
are used, they should be initiated early in the design phase and frequently assessed for accuracy and
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compliance to required content. SQ also assuresthat dl requirements have been dlocated to software
components and that configuration management mechanisms are in place and effectively controlling the
requirements, software design, software documentation, and action items.

4.1.4 Software Implementation Phase

During the implementation phase, the software is coded and unit tested. Thisisacritica phase in the software
development life cycle whereby compliance to standards and procedures isimperative. SQ provides
management vighility into the development processes and qudity of the product through participation in code
walkthroughs or inspections and assessments of configuration control processes, software devel opment
records, and updates to the software requirements tracesbility matrix. SQ aso anadyzes and trends software
problem reports, monitors and tracks action items from system reviews and engineering peer reviews, and
monitorsrisks. At the end of the phase, required products should be ready for ddivery, subject to
modification during integration and test. Find test plans and procedures are completed, along with preliminary
user’ s guides, and reviewed by SQ.

415 Software Integration and Test Phase

The objectives of the integration and test phase are to integrate the software units into a completed subsystem
or system, discover and correct any nonconformances or software problem reports, and demondtrate thet the
software system meets its requirements. A test readiness review (TRR) concludes this phase, a which time the
devel oper provides evidence that the software system is ready for acceptance testing. SQ assessesthe
development records, test reports, and test artifacts to substantiate the readiness of the software for fina
delivery. In addition, SQ continues to monitor and assess the devel oper’ s configuration management system,
to analyze and trend software problem reports, and to review the accuracy of the requirements tracesbility
matrix. Final user’s guides should be completed prior to acceptance test and reviewed by SQ.

4.1.6 Software Acceptance Test Phase

During the acceptance test phase, formal acceptance procedures are executed to demonstrate that the system
meets customer requirements and that the right product was developed. SQ continues to focus on test
activities and documentation, configuration management, software and hardware baseline management,
software problem reports, and overall readiness of the systlem. This phase concludes with an acceptance
review (AR).

4.1.7 Operation and Maintenance Phase

During this phase, the software is basdined and used in itsintended environment. Software corrections and
modifications are made to sustain/enhance its operationa capabilities and to upgrade its capacity to support its
users. SQ continues to assess updated software documentation, changes to the operationa basdline,
configuration management controls, and the software problem reporting system. The leve of SQ should be
commensurate with the extent and criticality of changes being made to the software. When long term sustaining
engineering is required, the acquirer should ensure that a yearly assessment is performed to assure a stable and
mature software system. The SAP should also be updated to reflect the required Operation and Maintenance
activities.
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4.2  SQ Product Assessments

SQ personnd shdl conduct al product assessments in accordance with the Software Quality Assessment
Process work ingtruction, 303-WI-7120.1.2. SQ assessments of software devel opment products are based on
the products defined in the devel oper’ s Software Management Plan (SMP). The SMP deliverables, contractua
ddiverables, and the identified reviews form the basis for the SQ assessment criteria.

Table 4.2-1 below summarizes software product assessments typicaly performed during the development and
maintenance of software. A brief description is provided for each software product dong with the title of the
SQ work ingtructions to be used for performing the assessment. The objectives for each product assessment

are provided in Sections 4.2.1 though 4.2.5.

Table 4.2-1 Softwar e Product Assessments by SQ

# Product Types Description of SQ Work Instruction
Product
1 | Sysem/Subsystem Reviews. Series of system-leve or | - SQ Systems Review
- System Concept Review (SCR) subsystem reviews Assessment
- Software Specification Review (SSR) conducted t critical
- Preiminary Design Review (PDR) project/product - SQ Reporting Process
. Critical Design Review (CDR) milestones.
- Test Readiness Review (TRR)
- Acceptance Review (AR)
- Operations Readiness Review (ORR)
- Mission Operations Review (MOR)
- Hight Operations Review (FOR)
2 | Enginesring Peer Reviews Focused, in-depth - Engineering Peer Review
technica reviews of a Assessment
product subsystem or
component (eg., design | - SQ Reporting Process
walkthrough or code
walkthrough).
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# Product Types Description of SQ Work Ingtruction
Product
3 | Document Reviews: Documents capturing - SQ Documentation
- Quality Manud (QM) the requirements, Assessment
. Software Assurance Plan (SAP) design, test,
- Software Management Plan (SMP) maintenance, - SQ Reporting Process
. Configuration Management Plan (CMP) | methodologies, and
. Software Requirements Specification approaches for
(SRS managing the software
. Risk Management Plan (RMP) development effort.
- Test Plans (Veification)
- Software Maintenance Plan (SWMP)
- Software User Guide (SUG)
- Interface Control Document (ICD’s)
- Test Reports and Artifacts
- Software Acceptance Data Packages
(ADP)
- Software Requirements Traceahility
Matrix (SRTM)
4 | Software Development Records (e.g., Software development - Software Devel opment
folders/logs) records that may Records Assessment
contain, but are not
limited to, software - SQ Reporting Process
design data, code, test
results, risks, etc.
5 | Software Configuration Management - Work productsfrom | - Software Configuration
(SCM) configuration control Management (SCM)
boards, basdline audit Assessment
reports, status
accounting reports, - SQ Reporting Process
etc.
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4.2.1 System/Subsysem Reviews

SQ shall assess the supporting data packages from system level\software subsystem reviews to assure that:
a. Review packages are being developed according to the specified criteriaas required by the
Systems Review Office
b. Content iscomplete, accurate and of sufficient leve of detall
c. Requestsfor Action are captured, reviewed, and tracked to closure

4.2.2 Engineering Peer Reviews

SQ shall assess Engineering Peer Reviews (EPR) data packages to assure that:
a. Review packages are being developed according to the Systems Management Office
(Code 306) requirements in GPG 8700.6, Engineering Peer Reviews
b. Content iscomplete, accurate, and of sufficient level of detall
c. Requestsfor Action are captured, reviewed, and tracked to closure

4.2.3 Document Reviews

SQ shall conduct product assessments on documents used to plan, develop, test, and maintain software.
Software documents are assessed to ensure that:
a. Technica documents are being developed in accordance with contractua documents and
specified standards
b. Content within documents are a complete and accurate representation of the specified
gtandard or required format and will satisfy software requirements
c. Levd of detal isaufficient and consstent throughout
d. Requirements tracegbility between formal technical documents exists
e. Proper document versioning gppears on document

4.2.4 Software Development Records (e.g., folders/logs)

SQ shdll assess software development records (e.g., software development folders) to assure that software
work products devel oped during the life cycle phases are being maintained and that changes are recorded

promptly.
4.25 Software Configuration Management

SQ shdl assure that software configuration management (SCM) products are generated per the CMP or the
SMP. SCM products are assessed to assure product integrity throughout the life cycle.

The SQ assessment shdl include, but is not limited to, configuration items, configuration basdines, change
control records, and configuration audit records.
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4.3 SQ Process Assessments

SQ personne shdl conduct al process assessments in accordance with the Software Quaity Assessment
Process work instruction, 303-WI-7120.1.2. SQ assessments of the software development processes are
based on the processes defined in the devel oper’ s Software Management Plan (SMP). The SMP and its
identified project procedures form the basis for the SQ assessment criteria

Table 4.3-1 below summarizes software process evauations typicaly performed during the development and
maintenance of software. A brief description is provided for each software process, dong with thetitle of the
SQ work ingtructions to be used for performing the assessment. The objectives for each process assessment
are provided in Sections 4.3.1 though 4.3.8.

Table 4.3-1 Softwar e Processes Evaluated by SQ

# Process Types SQ Work Ingtruction
1 | Sysem/Subsystem Reviews. - SQ Systems Review Assessment
- System Concept Review (SCR)
- Software Specification Review (SSR) - SQ Reporting Process

- Prdiminary Design Review (PDR)
- Criticd Dedgn Review (CDR)
- Test Readiness Review (TRR)
- Acceptance Review (AR)
- Operations Readiness Review (ORR)
- Mission Operations Review (MOR)
- Hight Operations Review (FOR)

2 | Engineering Peer Reviews - Engineering Peer Review Assessment
SQ Reporting Process
3 | Requirements Management - Software Requirements Management A ssessment
- SQ Reporting Process
4 | Software Configuration Management - Software Configuration Management (SCM)
(SCM) Assessment
- SQ Reporting Process

CHECK THE GSFC DIRECTIVESMANAGEMENT SYSTEM AT
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# Process Types SQ Work Ingtruction
5 | Test Management - SQ Test Management Assessment
- SQ Reporting Process
6 SofMare Problem Reporting and Corrective | - Software Problem Reporting and Corrective Action
Action Assessment
- SQ Reporting Process
7 | Risk Management - SQ Risk Management Assessment
- SQ Reporting Process
8 | LessonsLearned - SQ Lessons Learned Assessment
- SQ Reporting Process

431 Sysem/Subsystem Reviews

SQ shdll assess the process used to conduct reviews to determine if technica and systems management experts
arein atendance, correct information is presented, entry and exit criteria are met, appropriate documents are
identified for update, and that a system is in place to capture, review and track action itemsto closure.

4.3.2 Engineering Peer Reviews

SQ shall assess the process used to conduct engineering peer reviews to determine if the appropriate technical
engineers are in attendance, correct information is presented, appropriate documents are identified for update,
and that asystem isin place to capture, review and track action itemsto closure.

4.3.3 Requirements Management
SQ shdll assess the processes for requirements management as described in the devel oper’s SMIP or CMP.

SQ shdl asaure that:

a. Processes arein place for managing and maintaining the requirements basdine throughout
the software development life cycle, including requirements identified as software safety
critica

b. A Software Requirements Tracesbility Matrix has been developed and routinely updated to
reflect changesin satus

c. Reguirements changes are communicated across the project teams
CHECK THE GSFC DIRECTIVESMANAGEMENT SYSTEM AT
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4.3.4 Software Configuration Management (SCM)

SQ shdl assure that SCM processes are implemented per the CMP or the SMP. The SQ assessment shdl
include SCM change control, software code management, software license management, configuration audits,
basdline management, etc.

SQ shdl assure that the SCM processes address the following:

Configuration Identification

Configuration Control

Configuration Status Accounting
Configuration Audits and Reviews
Interface Control

Subcontractor/vendor control (if applicable)

~P Q0o

435 Test Management

SQ shdl assure that the test management processes are being implemented per the SMP and /or Test Plan(s).
Thisincludes dl types of testing of software system components as described in the test plan, specificaly during
integration testing (verification) and acceptance testing (vadidation). SQ shal monitor testing efforts to assure
that test schedules are adhered to and maintained to reflect an accurate progression of the testing activities. Test
monitoring may be scheduled or performed at random. The purpose of the test management assessment isto
assurethat:

Tests are planned and documented

Tedts are conducted using approved test procedures and appropriate test tools
CM processes are implemented to maintain the test environment integrity
Assumptions, congtraints, and results are accurately recorded

Anomdies are identified, documented, addressed, and tracked to closure
Requirements are stisfied

4.3.6 Software Problem Reporting and Corrective Action

SQ shdll assess the software change control process to assure it is being implemented per the CMP or SMP.
SQ personne shall assess change control asit relates to those changes identified as necessary using discrepancy
reports (DRs). DRsidentify changes that have been requested due to deficiencies found during testing,
ingalation, or operations. DRs are evauated asto ther criticdity to the system operation.

4.3.7 Rik Management

SQ shall assess the project’ s risk management process againgt the documented risk management plan and GPG
7120.4.

-0 Q0T
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4.3.8 LesonslLearned

SQ shall assessthe project’ s application of lessons learned to assure that project personnel capture, review,
identify, and implement process improvements throughout the development life cycle. For example, the
Program/Project Manager shal report the extent to which he or she applied lessons learned at each mgjor
milestone. Reference NPG 7120.5 for specific requirements.

5. SQ PROCESSFLOW

The table below describes the steps that SQ personnel shall follow from project initiation through project
completion. The table summarizes the key tasks and does not show the numerous lower level steps that are
required.
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Table 5.0-1 Softwar e Quality Process Flow

Step | Flowchart Flowchart Owner Action
Symbol Symbol
Description

1 Oval Begin/End SQ Begin SQ Program

2. Hexagon | Joint Process | SQ SQ, Software Development and Software
Configuration Management develop their
respective plans and coordinate them for
consistency (e.g., SMP, CMP, SAP, RMP, etc)

3. Square Process Project Mgmt, | SA Planisreviewed and approved

and OSSMA
Mgmt

4, Square Process SQ Perform SQ activities (e.g., Scope assessmert,
conduct process and product assessments,
etc...)

5. Diamond | Decison SQ Did assessment yield the need for afinding? If no,
proceed to step 7, If yes, proceed to step 6.

6. Square Process SQ Initiate action request and track deficienciesto
closure

7. Square Process SQ Prepare assessment report and ditribute to
project management and OSSMA. Maintain SQ
record.

8. Document | Output SQ SQ Assessment Report

0. Cylinder Database SQ Update SQ database

10. | Rectangle | Process SQ Perform metrics andysis, perform trend analysis,
Identify lessons learned and/or process
improvements

11. | Diamond Decison SQ Isthisthe end of Project?
If Yes, goto 13. If No, goto 12.

12. | Diamond Decison SQ Are there updates to the SAP?
If Yes, goto Step 2. If No, go to Step 4.

13. | Ova End Project SQ End of SQ Program

GSFC Form 3-18 (10/01)
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Figure 5.0-1 Softwar e Quality Flow Diagram

CHECK THE GSFC DIRECTIVESMANAGEMENT SYSTEM AT
http://gdms.gsfc.nasa.gov/gdms To VERIFY THAT THISISTHE CORRECT VERSION PRIOR TO USE.

GSFC Form 3-18 (10/01)



http://gdms.gsfc.nasa.gov/gdms

DIRECTIVE NO.
EFFECTIVE DATE:
EXPIRATION DATE:

303-PG7120.2.1A

Page 21 of 21

July 27, 2004

Jduly 27, 2009

CHANGE HISTORY LOG

Revision Effective Date Description of Changes
Basdine 11/17/2003 Initial Release
Modified title of PG, added configuration control number to the NASA Software
PoliciesNPD, added 3 new referencesto P.5, modified recommended training
in P.7, modified definitionsfor “finding” and “ observation”, added an SQ
Reporting Form to P.8, deleted option to includethe SAP in the Project’s
A 712712004 Surveillance Plan, provided updatesto Table 4.0-1, added referencesto the

Softwar e Quality Assessment Process 303-WI1-7120.1.1 in Sections 4.2 and
4.3, deleted the Softwar e Safety Plan asa product in Table 4.2-1, and updated
naming convention to several software quality work instructionsin Tables4.2-
land 4.3-1.
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